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SERIES NOTE

Current Bibliographies in Medicine (CBM) is a continuation in part of the National Library of Medicine's Literature
Search Series, which ceased in 1987 with No. 87-15. 1n 1989 it also subsumed th&pecialized Bibliography Series.
Each bibliography in the new series covers a distinct subject area of biomedicine and is intended to fulfill a currén
awareness function. Citations are usualy derived from seahing a variety of online databases. NLM databases utilized
include MEDLINE®, AVLINE®, BIOETHICSLINE®, CANCERLIT, CATLINE, HEALTH, POPLINE' and
TOXLINE®. The only criterion for the inclusion of a particular published work is its relevance to the topic ben
presented; the format, ownership, or location of the material is not considered.

Comments and suggestions on this series may be addressed to:

Karen Patrias, Editor

Current Bibliographiesin Medicine
Reference Section

National Library of Medicine
Bethesda, MD 20894

Phone: 301-496-6097

Fax: 301-402-1384

Internet: patrias@nlm.nih.gov

This bibliography, CBM 95-10, is the last publication in this series for calendar year 1995.

Ordering Information:

Current Bibliographies in Medicine is sold by the Superintendent of Documents, U.S. Government Printing Office,
P.O. 371954, Pittsburgh, PA 15250-7954. To order the entire CBM series for calendar year 1996 (approximately 10
bibliographies), send $47.00 ($58.75 foreign) to the Superintendent of Documents citing GPO List ID: CBM96. For
your convenience an order blank is given inside the back cover. Ordarfor individual bibliographiesin the series ($5.50,
$6.88 foreign) shoud be sent to the Superintendent of Documents citinghe title, CBM number, and the GPO List ID
given above.

Internet Access:

The Current Bibliographiesin Medicine series is also available at no cost to anyone with Internet access through FTP
(File Transfer Protocol). FTP to nimpubs.nim.nih.gov and login as anonymous. The index file in the "bibs" directory
provides information on the bibliographies available.

Use of funds for printing this periodical has been approved by the Director
of the Office of Management and Budget through September 30, 1996.



FOREWORD

In 1995, in response to a request from the Vice-President of the United States of America, the Department of Health
and Human Services assumed a leadership role in addressing four major issues surrounding the use of the Natioha
Information Infrastructure to advance health care and the public health: (1) telemedicine; (2) health data privacy; (3)
health data standards; and @) consumer access to health information. One specific health data privacy objective is the
identification and dissemination of information about arrent best practices for ensuring the confidentiality of electronic
health data. This bibliography of information sources that provide concrete guidance on the policies, procedures, and
technologies useful in safeguarding electronic health datais afittsstep toward that objective. Although the bibliography
contains many useful references, the lierature search conducted to produce it has confirmed that published information
about how to protect electronic health data is fragmented and incomplete. Many institutions are currently addressing
the need for comprehensive policies andprocedures for safeguarding electronic health, but, to date, few institutional
documents have been completed and released.

Materials cited in this bibliography have been one source of input to a study of "best practices" for protecting ¢h

confidentiality of electronic health care data that is currently being undertaken by the Computer Sciences @h

Telecommunications Board of the National Research Council, under the chairmanship of Paul Clayton, Ph.D.

Columbia-PresbyterianMedical Center. Funded by theNational Library of Medicine and the Warren G. Magnuson

Clinical Center, National Institutes of Health, DHHS, the study is also collecting data through a series of site visits to
institutionswith electronic health information systems. Its final report, scheduled for release by January 1997, wil

bring us a step closer tothe goal of developing practical and coherent guidelines for protecting the confidentiality of
electronic health data.

Nan D. Hunter

Deputy General Counsel

U.S. Department of Health and Human Services

Chair, Interdepartmental Health Privacy Working Group



CONFIDENTIALITY OF ELECTRONIC HEALTH DATA

Electronic health data can improve the quality and efftiency of health care, research, and public health surveillance and

interventions. To achieve these benefits without uneceptable risk to patient confidentiality, electronic health data must

be created, used, transmitted, aggregated, and abstracted in ways and in environments that maintain data security and
accuracy; prevent inadvertent or accidental release; prevent or deter access by unauthorized users; and discourage
detect, and punish inappropriate use of health data by unauthorized users.

This selective bibliography is primarily ntended for those who are responsible for protecting electronic health data and
need information on appropriate strategies for doing so. It includes references to publications, organizations, g
electronic sources that address methods for preserving the confidentiality and security of electronic health data. The
methods covered include technical approaches, institutional policies and procedures, staff and patient education, and
legal and regulatory requirements. In additiorto substantive discussions of measures for preserving confidentiality and
security of health data, the bibliography also has references to some recent standards and guidelines that applyot
electronic data in general. Letters, editorials, news items, and general descriptionsf health information systemsin
which security and privacy prevention are mentioned briefly generally have been excluded.

The bibliography has atight focus on how tgprotect electronic health data and therefore also excludes references to the
large body of literature on related topics such as: the need to protect privacy; the need for federal legislation; ¢éh

potential privacy and security problems associated with computer-based patient records; the public's perceptionsfo
privacy issues; special ethical and privacy considerations associated with genetic screening, AIDS testing, @h

occupationa health records; the conditions under which medical and psychiatric records must or must not be disclosed
to courts; the tension between privacy and the publé good in cases involving infectious disease, potential violence, etc.;
institutional review boards; and informed consent, except as it relates directly to consent about use of health data.

In general, publication dates for referencesncluded in this bibliography range from January 1990 through March 1996,
and publications are primarily in English. Journal articles, boks and book chapters, conference proceedings and papers,

meeting abstracts, laws and legal documents, and technical reports, as well as unpublished documents, have bee

surveyed and selectedfor inclusion. Arrangement of the bibliography is by subject and citations within each category
are listed alphabetically by author; a citation appears under only one category.

A number of Internet sites createdby various organizations that address confidentiality or computer security may be
found by using various world wide web searching tools. A selected list of these are included in the Organizatien
section of this bibliography. All Internet addresses wie functional on the date that this bibliography became available.

The compilers wish to thank Marlyn Schepartz, National Library of Medicine, for her technical assistance whit
production of this bibliography.



SEARCH STRATEGY

A variety of online databases are usually searched in preparing bibliographies in the CBM series. To assist yowni
updating or otherwise manipulating thematerial in this search, the strategy used for the NLM's MEDLINE database
isgiven below. Please note that the search strategie presented here differ from individual demand searches in that they
are generally broadly formulated and irrelevant citations edited out prior to printing.

SS 1= CONFIDENTIALITY OR COMPUTER SECURITY OR PRIVACY (TW)

SS2 =PATIENT IDENTIFICATION SYSTEMS OR PUBLIC HEALTH ADMINISTRATION OR
TELEMEDICINE OR DATABASES, FACTUAL OR NURSING AUDIT OR
PEER REVIEW, HEALTH CARE OR PROFESSIONAL REVIEW ORGANIZATIONS OR
MEDICAID OR SYSTEMS INTEGRATION OR JCAHO (MH)

SS 3 =*EPIDEMIOLOGIC METHODS (PX)

SS4 =EXPLODE *MANAGEMENT INFORMATION SYSTEMS OR EXPLODE *MEDICAL AUDIT OR
EXPLODE *UTILIZATION REVIEW OR EXPLODE MEDICARE OR
EXPLODE CLINICAL TRIALS OR EXPLODE *MEDICAL INFORMATICS

SS5=EXPLODE OFFICE MANAGEMENT OR EXPLODE *INSURANCE

SS6=1AND 2

SS7=1AND 3

SS8=1AND 4

SS9=1AND5

SS10=6OR70OR80OR9

GRATEFUL MED® and INTERNET GRATEFUL MED®

To make online searching easier and more efficient, the Library offers GRATEFUL MED, microcomputer-bage

software that provides auser-friendly interface to most NLM databases. This software was specifically developed for
health professionals and features multiple choice menus and "fill in the blank" screens for easy search preparation
GRATEFUL MEDruns on an IBM PC (or IBM-compatible) with DOS 2.0 or a Macintosh, and requires a Hayes (or
Hayes-compatible) modem. It may be purchased from the National Technical Information Service in Springfield

Virginia, for $29.95 (plus $3.00 per orde for shipping). For your convenience, an order blank has been enclosed at the
back of this bibliography.

INTERNET GRATEFUL MED is available from the World Wide Web. The user with Internet access and an NLM
user account need only point a compatible Web browser (Netscape Navigator is strongly recommended)ot
http://igm.nim.nih.gov. No other software at the user end is required. At present, MEDLINE is the only NM
database available through INTERNET GRATEFUL MB, but the Library expects to add access to other files rapidly.

Vi



SAMPLE CITATIONS

Citationsin this bibliographic series are formatted according to the rules established folndex Medicus®™. Sample
journal and monograph citations appear below. For journa artil@s written in a foreign language, the English translation
of thetitleis placed in brakets; for monographs, the title is given in the original language. In both cases the language
of publication is shown by athree letter abbreviation appearing at the end of the citation.

Journal Article:
Authors Article Title

Barrows RC Jr, Clayton PD. Privacy, confidentiality, and electronic medical records.
JAmM Med Inform Assoc 1996 Mar-Apr;3(2):139-48.

Abbreviated Journal Date  Volume Issue Pages
Title
Monograph:
Authorg/Editors Title

Barber B, Treacher A, Louwerse CP, editors. Towards security on medical telematics: legal
and technical aspects. Washington: 10S Press; 1996. 252 p.

Place of Publisher Date Total No.
Publication of Pages

*For details of the formats used for referencessee the following publication:

Patrias, Karen. National Library of Medicine recommended formats for bibliographic citation. Bethesda
(MD): ThelLibrary; 1991 Apr. Available from: NTIS, Springfield, VA; PB91-182030.

vii
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Berkeley (CA): Peachpit Press; 1995.
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Proceedings of the 1987 IEEE Symposium on
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registering computer security objects.
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from: NTIS, Springfield, VA; PB94-134897.

Saltman RG, editor. Good security practices for
electronic commerce, including electronic data
interchange. Gaithersburg (MD): National
Institute of Standards and Technology (US),
Computer Systems Laboratory; 1993 Dec.
Report No.: NIST Special Publication 800-9.
Available from: NTIS, Springfield, VA;
PB94-139045.

Saltman RG, editor. Workshop on Security
Procedures for the Interchange of Electronic
Documents: selected papers and results.
Gaithersburg (MD): National Institute of
Standards and Technology (US), Computer
Security Laboratory; 1993 Aug. Report No.:
NIST Internal Report (NISTIR) 5247. 128 p.
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Health

Bakker AR. Security in medical information
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Stuttgart: Schattauer; 1993. p. 52-60.
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POLICIES & POSITION
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